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(57) Abstract 

Malfunctioning or mis- 
behaving mobile stations (12), 
that are capable nonetheless 
of continuing to communicate 
with a wireless communica- 
tion system (10), are detected 
for the purposes of either shut- 
ting down misbehaving mo- 
bile stations or reporting mis- 
behaving mobile stations so 
that corrective action can be 
taken. An error detector and 
interpreter (23) detect (42) in 
wireless communication sig- 
nals received from a mobile 
station any breach of protocol 
errors indicative of faulty op- 
eration of the mobile station. 
A misbehavior analyzer (26) 
analyzes (44) the errors over 
time to determine whether the 
mobile station is misbehaving. 
Normal access of the mobile 
station to the wireless commu- 
nication system is shut down 
(46) or a message is sent to the 
subscriber in the event the mo- 
bile station is determined to be 
misbehaving. The mobile sta- 
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MISBEHAVING MOBILE STATION IDENTIFICATION 
SYSTEM AND METHOD, AND A MOBILE STATION FOR USE 

THEREWITH 



Field of the Invention 

The present invention relates to a wireless communications system which 
detects the misbehavior or improper functioning of a mobile station. The present 
invention also relates to a mobile station having a remotely activated shutdown 
) mechanism for the purposes of remotely shutting the mobile station down when 
misbehavior is detected. 

Background of the Invention 

It is known in the art of wireless communications in which mobile stations 
5 access a wireless system including one or more base stations, and in the case of 
cellular telephony an array of base stations arranged in cells, to shut down or end 
wireless communications with a given mobile station when signal strength becomes 
too weak. This routine is part of controlling wireless communications in the system. 
It is also known to provide, as a security feature, an automatic shutdown of 
20 communications with a mobile station when the authenticity of the mobile station's 
identification response code is. doubted. Security control is an important feature to 
prevent fraudulent use of subscriber accounts, and to prevent fraudulent access to 
otherwise secure communications systems. 

It has been discovered that some mobile stations are fully capable of 
25 transmitting and receiving with sufficient signal strength, and are able to provide 
acceptable identification codes to the wireless system in order to register and 
continue having access to the wireless system, even though such mobile stations fail 
to communicate according to an expected quality standard respecting the wireless 
communications protocols used in the system. Failure to operate according to 
30 protocol adversely affects the quality and reliability of the communication with the 
misbehavin &! mobile station, and consequently is a disturbance to the subscriber 
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using the mobile station and/or to neighboring mobile station subscribers. 
Furthermore, the wireless system is taxed by having to manage the misbehaving 
mobile station which decreases the system's efficiency in providing reliable service 
to all subscribers. 

Summary of the Invention 

It is a primary object of the present invention to provide an improved 
wireless communications system in which malfunctioning or misbehaving mobile 
stations, that are capable nonetheless of continuing to communicate, are detected for 
the purposes of either shutting down misbehaving mobile stations or reporting 
misbehaving mobile stations so that corrective action can be taken in order to 
improve the quality of service to subscribers using the wireless communications 
system. 

According to the invention, there is provided a misbehaving mobile station 
identification system in a wireless communication system, the identification system 
comprising error detection means for detecting, in wireless communication signals 
received from a mobile station, errors indicative of faulty operation of the mobile 
station and for generating error signals, and means for analyzing the error signals 
to determine whether the mobile station is misbehaving and to output a misbehaving 
identification signal identifying the mobile station as misbehaving if the mobile 
station is determined to be misbehaving. 

Preferably, the identification system according to the invention also 
comprises operator notification means for providing an operator at least periodically 
with a display of the identification. In addition, the system also comprises mobile 
station notification means for providing a subscriber using said mobile station with 
a message in response to said identification signal. 

Brief Description of the Drawings 

The invention will be better understood by way of the following description 
of a preferred embodiment of the invention with reference to the appended drawings, 

in which: 
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Fig. 1 shows a high level schematic block diagram of a wireless 
communication system incorporating the misbehaving mobile station 
identification system in accordance with the present invention; 

Fig. 2 is a more detailed block diagram of the misbehavior manager 

of Figure 1; 

Fig. 3 is a block diagram of a mobile station according to the present 
invention; and 

Fig. 4 is a now diagram of a method for identifying a misbehav.ng 
mobile station in accordance with the present invention. 

Detailed Description of the Preferred Embodiment 

Some of the ways in which a mobile station may fail to commnmcate 
according to protocol or standard and urns misbehave are listed as fo.lows. A mobtle 
station may violate the standard it was designed for, as for example by performtng 
. registration tadiscrWnately and not respecting the rules outlined in the «-»L 
J. ,his may mean that the mobile station fads registration and could be dec ared 
fraudulent, this is not necessarily the case, and it is presumed mat a suffice, pan 
of registration was done correcdy to conftrn, with good probabilny that the mob.le 
5lart0B is truly the mobile station identified, bn, that the mobile «-» - 
misbehaving. A mobile sta.ion.nay aiso fai, repeatedly to perform accords » 

eli, a co„si,en.,y high Bit Error Rate (BERV Frame Erasure Ra.e (PER), and 
. addi.iona,,y, in the case of wireless comn.unica.ions, me prob.em is found .n rno, 
man one cell. Likewise, faning » designs to a voice channel over a peno of™, 
and failing .o hand-off from voice channel » voice cnanne. over a per,od of tune *e 
aiso exiles o, misbehavior, and additionally, in the case of celluiar .elepnony. the 

misbehavior may be confirmed when found in mote than one cell, 
m . mi ,„, hav ior may also include problems 

Errors which over tune suggest misbehavior j 

experienced during cal. se<up (e.g. cal, drops,, air interface problems (e.g. *= 

Jperly resulting * too we* or » strong signals from the mobile station), h*id 
off osc Lions, registration problems, and radio — ica«io„s ^ problems 



25 



30 



-3- 



WO 99/4438 1 



PCT/SF.99/0OI8J 



over time (e.g. low Signal Strength (SS) and speech problems in addition to high 
BER and FER). 

In the preferred embodiment, the wireless communication system is a cellular 
wireless system 10 as those known in the art. . The basic components of the system 
are illustrated in Figure 1, in which there is shown a mobile station (MS) 12, a base 
station (BS) 15, a mobile switching center (MSC) 16, and an operator station 18. 
According to the invention, there is a misbehavior manager 20 associated with BS 
15, MSC 16 and operator station 18. The misbehavior manager can be an 
independent node added to the wireless communication system 10, may be integrated 
into one of the existing nodes, such as for example the MSC 16 or the operator 
station 18, or can be partially integrated in a group of nodes while keeping an 
independent portion. 

As illustrated in greater detail in Figure 2, the misbehavior manager 20 has 

two main modules: an error detection module 23 and an analyzing module 26. The 
error detection module 23 and the analyzing module 26 may consist of hardware or 
software, depending on the preferred implementation. More particularly, the error 
detection module 23 detects, from signals received from the mobile station 12, errors 
indicative of faulty operation of the mobile station, and generates error signals 
accordingly. For doing so, the error detection module 23 has, as shown for 
exemplary purposes, two data collectors 21 and 22. As can be appreciated by those 
skilled in the art, the range of data collectors used may vary from one to several, 
depending on the degree of mobile station misbehavior identification which wants 
to be detected. In the example shown on Figure 2, the data collector 22 collects data 
signals from the BS 15 and similarly data signals from the MSC 16 are collected by 
data collector 21 . For example, data collector 22 may collect data on the air interface 
and radio quality such as BER/FER. The data collectors 21 and 22 generate, from 
the data signals received, error signals. 

The analyzing module 26 receives and analyzes the error signals to determine 
whether the mobile station under consideration is misbehaving and to output a 
misbehaving identification signal which identifies the mobile station as misbehaving. 
For doing so, the analyzing module 26 has a data correlator/compilor 24, an event 
database 25 and a misbehavior handler 28. The data correlator/compiler 24 analyzes 
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the data collected by the data collectors 21 and 22 to look for specific problems such 
as high BER/FER, hand-off problems, registration problems, etc. The data 
correlator/compiler 24 additionally determines whether the problem is recurrent or 
serious enough to warrant creating a misbehavior event record. Such misbehavior 
event records are recorded in the event database 25. The misbehavior handler 28 
reads the misbehavior event records in the event database 25. When a particular 
mobile station is found to be misbehaving, either as a result of a single event or as 
a result of a series of related or unrelated misbehavior event records, the 
misbehavior handler 28 responds. For responding, the misbehavior handler 28 has 
a module for sending a shutdown command (not shown) and/or a mobile station 

notification module (not shown). 

The response to misbehavior either involves sending a direct and immediate 
shutdown command message to the mobile station 12 by the module for sending a 
shutdown command, through the MSC 16 and BS 15, or sending a notification 
message either directly to the subscriber using the misbehaving mobile station by use 
of an SMS message for example, or to an operator 18 through the use of the mobile 
station notification module, thus providing periodical display of the misbehaving 
identification signal to the operator. Upon receipt of a notification message, the 
operator may choose to contact the subscriber using the misbehaving mobile station 
12 to investigate a reason for the misbehavior or to recommend bringing the mobile 
station in to an authorized dealer or maintenance service provider. The operator 18 
may be in part or wholly automated, thus involving sending text or voice messages 
to the mobile station 12 warning that misbehavior has been detected and that service 
is recommended. A human operator may intervene, possibly in response to a keypad 
initiated request by the subscriber, to provide advice on where to seek service. This 
is particularly useful when the subscriber is traveling in an unfamiliar city. If the 
notification message is sent directly to the mobile station, it may also include a 
misbehavior warning display command, to inform the subscriber of the misbehaving 
mobile station that the latter is malfunctioning. 

Since a misbehaving mobile station 12 is still functional, a grace period may 
be allowed before shutting down the mobile station. The grace period allows the 
subscriber to bring in the mobile station for repairs or have the mobile station 
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replaced before losing use of the mobile station as a result of a shutdown. When the 
misbehavior is serious, that is when it significantly affects network performance, a 
grace period is preferably not allowed, and the mobile station is simply shut down 
by sending a shutdown command message to the mobile station 12 by the module for 

sending a shutdown command. 

A mobile station 12 may be shut down either by denying it access to the 
wireless communication network 10 or by including in the mobile station 12 a 
shutdowncontroller for disabling the mobile station 12 and preventing it from 
attempting to communicate with the wireless communication system. If a mobile 
station 12 has started to malfunction with respect to its power adjustment such that 
its signal strength is too high, it is advantageous to shutdown the mobile station 
immediately and prevent it from attempting communication. 

As shown in Fig. 3, a mobile station 12 according to the preferred 
embodiment has a wireless communications module 30, a keypad 32 and a display 
34 The wireless communications module 30 may consist for example, of a 
transmitter, an antenna and all other necessary components and software to allow the 
mobile station to communicate with the wireless communication system. The display 
34 may have both an Liquid Crystal Display (LCD)as well as Light Eemitting Diode 
(LED) for indicating basic operational states of the mobile station 12. A shutdown 
controller 36 is included and connected with the wireless communications module 
30 and the display 34. The shutdown controller responds to a shutdown command 
received from the MSC 16 through the BS 15 via the wireless communications 
module 30. The shutdown command is acted on by signaling the wireless 
communication module 30 to shutdown and by causing a service request message to 
be displayed on display 34. The message may be a text message such as "Mobile 
station misbehaving - Please bring to nearest authorized dealer for repair". 
Alternatively, a LED labeled on the mobile station housing with a "Service requned" 
label may be caused to flash. The mobile station then becomes non-functional. The 
shutdown controller 36 also responds to a misbehavior warning signal received 
through the wireless communications module 30 from the MSC 16 which causes the 
display 34 to provide a warning message on display 34 without shutting down the 
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mobile station 12. This warning message may be sent using the Short Message 
Services (SMS) facility of the IS-136 Interface Standard for example. 

The shutdown controller 36 includes a non-volatile memory so that the 
shutdown state of the mobile station is not defeatable by merely disconnecting the 
mobile station's battery. In the preferred embodiment, the non-volatile memory 
(EEPROM) must be reprogrammed to reset the shutdown state of the mobile station. 
Alternatively, a reset switch could be provided accessible to repair personnel inside 
a housing of the mobile station 12 as part of the shutdown controller 36 for resetting 
the shutdown state of the mobile station 12. 

Referring now to Figure 4, there is shown a flow diagram of a method for 
identifying a misbehaving mobile station in.accordance with the present invention. 
The method starts with a step of gathering and storing 40 information about a 
functional quality of a mobile station in the wireless communications system 10. As 
previously discussed, the functional quality may consist of BER/FER, errors, non- 
respect of standards, etc. Then, at step 42, a determination is made as to whether 
from the information gathered and stored at step 40, one or several errors indicative 
of faulty operation of the mobile station have been detected, and if so, one or several 
error signals are generated. If a determination is made at step 42 that no error is 
detected, the method goes back to step 40. In step 44, an analysis is performed on 
the error signal(s) generated in step 42 to determine whether the mobile station is 
misbehaving, and if the mobile is misbehaving, it is then identified as misbehaving. 
If in step 44 the mobile station has been identified as misbehaving, the method 
follows to step 46 where the mobile station is shut down. If the mobile station is not 
identified as misbehaving, the method goes back to step 40. 

Although the invention has been described above with reference to a 
preferred embodiment, it is to be understood that the above description is intended 
merely to illustrate the invention and not to limit the scope of the invention as 
defined in the appended claims. 
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What is claimed is: 

1. In a wireless communication system, a misbehaving mobile station 
identification system comprising: 

5 error detection means for detecting, in wireless communication signals 

received from a mobile station, errors indicative of faulty operation of said mobile 
station and for generating error signals; and 

means for analyzing said error signals to determine whether said mobile 
station is misbehaving and to output a misbehaving identification signal identifying 
10 said mobile station as misbehaving if said mobile station is determined to be 
misbehaving. 

2. The identification system as claimed in claim 1, further comprising operator 
notification means for providing an operator at least periodically with a display of 

1 5 said identification signal. 

3. The identification system as claimed in claim 1, further comprising mobile 
station notification means for providing a subscriber using said mobile station with 
a message in response to said identification signal. 

20 

4. The identification system as claimed in claim 2, further comprising means for 
sending a shutdown command to said mobile station. 

5. The identification system as claimed in claim 4, further comprising mobile 
25 station notification means for providing a subscriber using said mobile station with 

a message in response to an input from said operator, whereby an operator may 
forewarn said subscriber of an incoming shutdown command. 

6. The identification system as claimed in claim 3, wherein said mobile station 
30 notification means further sends a misbehavior warning display command to said 

mobile station. 
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, The identification system as claimed in claim 1 . wherein said error detection 
m ea„s comprise data coUector means associated wi,h at least one base statton and a 
mob ile sation switching center of said wireless communication system. 

8 The identification system as claimed in daim 3, wherein said mobile 
notification means sends an SMS message to said mobile station. 

9 A mobile sation for use with a wireless communication system, said mobile 
station having a wireless communications module, a keypad and a display. sa,d 
mobile station comprising: 

. n„, f« r shutting down said mobile station in 
a misbehavior shutdown controller for shutting aown 

- . io j f_ nn1 eaid wireless communication 
response to a shutdown command received from said wir 

system. 

10 Themobiles B tio»asdaimedmc 1 aim9,where ta saidmisbehav i orshu,d„wn 
controller causes said display to indicate a misbehavior wanung message in response 
to a warning command signal received from said wireless communication system. 

, , The mobile station as claimed in Cairn 9, wherein said misbehavior shutdown 

a shutdown command received from said wireless communications system. 

12 . ,„ a wireless confutation system, a method of identifying a misbehaving 
mobile station, said method comprising the steps of: 

gathering and storing information about a function, duality of a mobtle 
station in said wireless communication system; 

detecting, from said information, errors mdicative of faulty operatton of satd 
mob i,e station and generating error signais; and a„a,yzing said error signals to 
Itermine whether said mobile station is misbehaving and identifying satd mobde 
st a„o„ as misbehaving if said mobile sation is determined to be misbenavtng. 
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13. The method as claimed in claim 12, further comprising a step of shutting 
down said mobile station when identified as misbehaving. 
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